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Abstract. National Identity Numbers (NINs) or Similar identification numbers issued by the 

government are considered sensitive personal information that needs to be protected from 

theft or unauthorized access. In 2022, the Ministry of Communications and Informatics in 

Indonesia reported 33 incidents related to violations of personal data protection. Data breaches 

of national identity information are serious cases that can have detrimental consequences for 

individuals and society. If the security of such systems is inadequate, NIN data can be hacked 

or stolen by unauthorized parties. The current storage applications for personal data still rely 

on centralized systems. In a centralized system, all control, decision-making, and data are 

concentrated within a central authority or entity. This central authority has full control over 

the system and can make decisions on behalf of the entire system. Centralized systems have 

drawbacks in terms of privacy and data security because they are fully controlled by a central 

entity or server. NIN smart contracts on the blockchain provide a solution due to their 

decentralized and immutable nature. Smart contracts offer a higher level of protection, 

enhancing security and privacy. In a decentralized system, decision-making and control are 

distributed among multiple participants or nodes, eliminating the need for a central authority. 

Participants in the system work together to achieve consensus and maintain system operations. 

Data is typically distributed and stored across multiple nodes, and participants have more 

autonomy and control over their data. The popular encryption technique AES offers essential 

security for sensitive data. Smart contract mechanisms automatically encrypt all transactions 

and data and validate the stored data on the blockchain to prevent unauthorized access. This 

is achieved by integrating AES 256 and SHA-256 encryption. This research aims to develop 

a dApps population management system using blockchain and proof-of-stake consensus. The 

goals include enhancing privacy, data security, user autonomy, and transparency by 

eliminating central authorities and enabling peer-to-peer interactions. The impact of this 

research is to reduce incidents of personal data breaches. 
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1. Introduction  

Hackers employ various techniques to steal national identification numbers. Phishing is a common 

tactic where individuals are tricked into revealing their NINs through fraudulent emails, text messages, 

or phone calls. Phishing scams are difficult to recognize as they often utilize authentic-looking designs 

and strategies. (Atanassov & Chowdhury, 2021).  Social engineering strategies are often used by 

hackers to obtain personal data, such as NINs. Hackers impersonate reputable authorities to gain the 

trust of their victims, allowing them to disclose their identities. (Al-Essa, 2019)(Alqaralleh et al., 

2021),(Antal et al., 2021) Data breaches that grant hackers access to a large amount of personal data, 

including NINs, can occur in organizations that store NINs or other sensitive personal information. 

When a business does not have strong security procedures in place to protect sensitive data, it becomes 

vulnerable to such data breaches. (Seh et al., 2020).  

Hackers can physically steal documents or items containing NINs. This can occur through theft or 

unauthorized access to physical documents or electronic devices that store personal information. It is 

important to securely store and handle physical documents or items that contain sensitive information 

to prevent unauthorized access or theft. This can occur as a result of theft or unauthorized access to 

physical documents or technological devices that contain personal data(Singh, 2021). In 2022, the 

Ministry of Communications and Informatics of Indonesia reported 33 incidents related to violations of 

personal data protection (Arum Titah, 2022). 

Account takeover is a serious issue where an attacker can exploit a victim's online account using a 

stolen NIN, especially if the NIN is used as a login credential. The attacker can use the stolen NIN to 

change passwords, gain access to the victim's emails or phone numbers, or engage in financial fraud. 

Stolen NINs can be used to apply for loans or other financial products, open bank accounts or credit 

cards without the victim's permission, and leave the victim in debt. Attackers can also use social 

engineering strategies, posing as legitimate businesses or government representatives, to gain the 

victim's trust and extract more personal information or money from them. Identity theft using a stolen 

NIN can enable impersonation of the victim, granting illegal access to personal information, bank 

accounts, and other sensitive data. 

 A decentralized system, where one of its characteristics is immutability, provides a high level of 

security. AES encryption can be used to enhance the security and privacy of blockchain technology. 

AES, also known as the Advanced Encryption Standard, is a widely recognized encryption method that 

offers strong security for sensitive data. By integrating AES encryption into the blockchain system, all 

transactions and data stored on the blockchain can be secured using a secure key. This ensures that 

unauthorized access to data can be prevented, even if the blockchain is compromised (X. Chen, 

2020)(Al-Essa, 2019).  

AES encryption is also important to ensure anonymity in the blockchain process. In a blockchain 

system, transactions are typically tracked in a public ledger that is accessible to everyone. However, by 

encrypting the information using AES, only individuals with the appropriate encryption key are allowed 

to access and decrypt it. This greatly enhances the privacy and confidentiality of the blockchain system. 

With its decentralized and secure nature, the use of blockchain technology continues to strengthen its 

appeal (Benil & Jasper, 2020). Individuals' personal information is better protected by enhancing the 

security and privacy of NINs in smart contract blockchain, resulting in increased transparency, trust, 

and efficiency in NIN administration (Khan et al., 2021).   

The study focuses on improving the security and privacy of NINs in smart contract mechanisms 

through the implementation of AES encryption. This research proposes a prototype privacy data 

protection system for NIN in Indonesia using blockchain technology, transitioning from a centralized 

data protection system to a decentralized one. The research aims to minimize the issue of data breaches. 
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2. Literature Review  

2.1. Secure and Efficient Privacy-Preserving Authentication Scheme in Blockchain. 

Fathiyana (Fathiyana et al., 2020) claims that the duplication and redundancy of population data are 

caused by a lack of coordination in integrating information systems across government entities issuing 

identification numbers. Blockchain can facilitate data integration between organizations and is a secure 

and reliable mechanism for maintaining the identification details of individuals. The strength of this 

research lies in conducting duplicate checks, but it does not discuss security resilience.  

Antal (Antal et al., 2021) claim that the duplication and redundancy of population data in population 

information is due to a lack of coordination in integrating information systems across government 

departments issuing identification numbers. Blockchain is considered a reliable and secure mechanism 

for storing the identification records of individuals and can also facilitate data integration across 

organizations. The strength of this research lies in the integration of data between organizations through 

a decentralized network, but it does not address the data integrity and validation processes used.  

Akhter et al. (Suaib Akhter et al., 2021) on the Internet of Vehicles (IoV), a secure and private 

blockchain authentication system, has been designed. Blockchain, created on the Ethereum platform 

and utilizing digital signature methods to ensure confidentiality, non-repudiation, integrity, and privacy 

of IoV, is used to store and manage authentication information in a distributed and decentralized 

environment. Numerical analysis is used to validate the proposed cooperative protocol and shows that 

the protocol successfully improves system throughput while reducing the Packet Dropping Rate (PDR). 

The strength of the research lies in data integrity and communication speed, while the weakness is the 

lack of discussion on validation techniques in this system.  

Guerrero-Sanchez (Guerrero-Sanchez et al., 2020) suggests a solution based on the security benefits 

offered by blockchain and the use of cryptographic tools to help maintain data availability and integrity. 

The accuracy of the proposed methodology is evaluated using a Wireless Sensor Network (WSN) 

supported by the Internet of Things to sense temperature and humidity. The collected findings indicate 

that the idea meets the main criteria for an IoT system. It is independent, secure for the exchange and 

transmission of information between devices and users, ensures the transmission of personal data, is 

reliable, and the information can be accessed within the infrastructure. The results of this research 

demonstrate that this technique is more resilient to common attacks on IoT systems, including 

connection attacks, man-in-the-middle attacks, and distributed denial of service (DDoS) attacks.  

Arunkumar (Arunkumar & Kousalya, 2020) states that to address privacy and security concerns 

when sharing patient healthcare data among various medical institutions; there is a need for a secure, 

decentralized cloud-based Medical Blockchain (CMBC) development. To enhance the performance of 

healthcare services, data from Electronic Health Records (EHRs) are encrypted using lightweight 

encryption techniques authenticated with AES_256_GCM before being uploaded to the cloud-based 

blockchain. Atanassov & Chowdhury, 2021 focuses on (1) network communication and smart contract 

attack methods and defenses for blockchain security issues, such as distributed denial of service (DDoS) 

attacks, Sybil attacks, eclipsing attacks, and reentrancy attacks in medium protocol attacks; and (3) 

privacy theft attack methods and defenses for blockchain security issues, such as block withholding, 

51% attacks, pool hopping, selfish mining, and fork after withholding attacks in consensus-based 

attacks (Y. Chen et al., 2022)(Azeez et al., 2020).  

Azeez et al . (Azeez et al., 2020) researched to protect internet users from phishing attacks, and 

many anti-phishing models have been proposed. The methods currently used to address this issue are 

inadequate and not entirely successful. By examining the conceptual and literal coherence between the 

unified resource locator (URL) and online content, they hope to identify phishing websites and protect 

internet users from falling victim to various types of phishing attacks. The proposed PhishDetect 

approach has been implemented and achieved an accuracy rate of 99.1%, demonstrating its 

effectiveness in identifying various phishing attacks. 



Sembiring et al., Journal of Logistics, Informatics and Service Science, Vol. 10 (2023) No. 4, pp. 174-188 

177 

 

2.2. The Encryption Techniques Used in Blockchain 

Internet users can now be protected from phishing attacks using various anti-phishing models. The 

methods currently used to address this issue are inadequate and not entirely successful. By examining 

the conceptual and literal coherence between the unified resource locator (URL) and online content, we 

hope to identify phishing websites to prevent internet users from falling victim to various types of 

phishing attacks. The adopted phishing detection approach achieves an accuracy rate of 99.1%, 

demonstrating its effectiveness in identifying different phishing attempts (Krishnapriya & Sarath, 

2020)(Fotohi & Shams Aliee, 2021)(Ranjith Kumar & Bhalaji, 2021).  

A single key is used in symmetric encryption to encrypt and decrypt data. This method is commonly 

used to encrypt recorded information in the blockchain, such as user information and transactions (Guo 

et al., 2020)(Ma et al., 2021)(Acquah et al., 2020).   

Data is encrypted and decrypted using a pair of keys called the public key and private key in 

asymmetric encryption, sometimes referred to as public-key cryptography. This technique is often used 

in blockchain to encrypt communication exchanged between users or to digitally sign transactions 

(Chowdhary et al., 2020; Dubovitskaya et al., 2020; Dutta et al., 2020; Ge et al., 2021; Gong et al., 2022; 

Hasan et al., 2021; Mansouri & Wang, 2021; Mousavi et al., 2021; Thirumalai et al., 2020; Ye et al., 

2020).   

Public key cryptography, known as elliptic curve cryptography (ECC), is widely used in blockchain 

to ensure the accuracy of transactions and data. Zero-knowledge proofs (ZKPs) are a technique used to 

prove the validity of a claim without revealing any additional information. ZKPs are often used in 

blockchain to protect the privacy of transaction participants or to verify the accuracy of data (Alqaralleh 

et al., 2021; Benil & Jasper, 2020; Chandel et al., 2020; Christo et al., 2021; Ghayvat et al., 2022; 

Ghimire et al., 2020; Kaur et al., 2021; Kim et al., 2020; Neelakandan et al., 2022; Ngabo et al., 2021; 

Saini et al., 2021; Suhail et al., 2021; Wang et al., 2021; Yu et al., 2020). Lee (Lee et al., 2022). 

Blockchain typically employs elliptic curve cryptography (ECC), a type of public key encryption, 

to ensure the accuracy of transactions and data. Zero-knowledge proofs (ZKPs) are a method to prove 

something is true without revealing further details. In blockchain, ZKPs are often used to protect the 

privacy of transaction participants or to verify the accuracy of data (Krishnapriya & Sarath, 2020). 

Using blockchain for land registration has significantly reduced security issues.  

The computed hash value for each block will be different because it is linked to the hash of the 

previous block. The SHA256 algorithm is commonly used for hashing. In addition to SHA256, the 

Proof of Work (PoW) method is also employed, enhancing the security of transaction-related data. Each 

hash in the message digest generated for a specific block reflects the entire sequence of transactions 

included in that block and has a fixed size. A network of 12 nodes is planned for the land registration 

blockchain. These nodes perform tasks such as verifying transactions, mining new blocks, and 

uploading them to the blockchain. With the blockchain approach, which offers tamper-proof evidence 

and the latest version of land registration, nearly 200 land transactions have been recorded. Elliptic 

curve cryptography is used to create signatures that can be used to confirm that transactions are signed 

by the appropriate parties. Hash links between transactions are created using a Merkle tree, which 

requires less storage space. By proposing the use of blockchain for land registration, manual record-

keeping work can be reduced by up to 99%. 

2.3. The MixColumns Function 
The MixColumns function is an operation performed in the AES (Advanced Encryption Standard) 

encryption algorithm. It operates on the columns of the state matrix during the encryption process. The 

newly converted columns are generated by the MixColumns function, which multiplies each column 

with a preset matrix. This transformation helps in the dispersion and mixing of data, thereby 

strengthening the cryptographic capabilities of the AES algorithm. (Huy et al., 2019). The constant 

values used in Equation 1. 
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𝑆1
𝑆2
𝑆3

]   (1) 

Equation 2 represents matrix multiplication (Huy et al., 2019). 

𝑆′0 = (02 ∙ 𝑆0) 𝑋𝑂𝑅 (03 ∙ 𝑆1) 𝑋𝑂𝑅 (01 ∙ 𝑆2) 𝑋𝑂𝑅 (01 ∙ 𝑆3) (2) 

Similar to MixColumn(), InvMixColumn() uses constants defined in Equation 3 (Lee et al., 

2022)(Huy et al., 2019). The values described in the decimal form need to be converted to bytes before 

operating. 

[
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13
11
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9
13
11
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]   (3) 

 

3. Methodology 

The privacy data security system for NINs dApps is developed using the Remix editor and the Solidity 

programming language. This application is called "population management dApps," where all data 

communication is hashed and encrypted using the Ether.js and Crypto.js libraries. Every query for NINs 

data and validation process for gas fees is done using Metamask. 

3.1. Flow Client Library and Key Expansion Development.  
 

Fig.1:  Flow Client Library and Key Expansion Development 

Figure 1 illustrates an example of this procedure where ether.js and crypto.js are used in the client 

library channel when creating dApps. Before the smart contract consensus phase, the procedure 

involves transforming input data and keys into byte arrays and generating key expansion. 

3.2. The Architecture of a Population Management DApps's Smart Contract. 

The functionality of the dApps is centered around the smart contract layer. These are self-executing 

contracts stored on the blockchain that automatically enforce predefined rules and conditions. User 

registration, identity verification, data storage, and access control are all handled through smart 

contracts. The infrastructure for the dApps is provided by the blockchain layer, offering a secure and 

decentralized setup to manage and store population control data. All transactions and interactions within 

the dApps are recorded in an immutable ledger maintained by the blockchain. The data required for the 

population management system needs to be stored and managed by the data storage layer. Depending 

on the dApps's requirements and architecture, it may involve a standard database or a decentralized 

storage system. The dApps can communicate with external systems and services thanks to the 

integration layer. This facilitates integration and data sharing with other platforms or applications, such 

as public databases, identity verification services, or external APIs. These components can be visualized 
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as illustrated in Figure 2. 

 

Fig.2: Smart Contract Architecture for Population Management dApps 

4. Result and Analysis 

This experiment was conducted on hardware with the following specifications: Intel Core i3-4030U 

CPU, 8 GB RAM, and an average bandwidth of 64 Mbps. 4.1 Transforming a 128-bit key into an array 

of bytes.  The key data is influenced by the value of Nk. The influence lies in the size of the array, 

which is 4xNk. Therefore, the array size for a 128-bit key is 4x4, 192-bit is 4x6, and 256-bit is 4x8. 

This process can be seen in Figure 3, which illustrates the transformation of a 128-bit key into an array 

of bytes with a size of 4x4. 

 

Fig.3: Transforming a 128-bit key into a byte array. 

The key is transformed into a 4xNk byte array to create the input data at this stage. Figure 3 shows 

that each column in the array is referred to as a word. Depending on the key being used, the key 

expansion is generated by creating Nb (Nr + 1) words. 

4.1. Key Expansion Generation  

The input data at this stage is the result of transforming the key into a 4xNk byte array. Figure 4 depicts 

that each column in the array is referred to as a word. Key expansion generation involves generating 

Nb (Nr + 1) words, depending on the key being used. This generation is done through a function called 
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g. Function g involves manipulations such as SubWord (), RotWord (), and Rcon (). The pseudocode 

for the function g can be seen in Figure 8. The result of this function is to create a collection of 4xNb 

or 4x4, or 128-bit byte arrays with a total count of Nr + 1. This is referred to as the expansion key round. 

Therefore, if a 128-bit key is used, it results in 11 expansion key rounds, a 192-bit key results in 13 

expansion key rounds, and a 256-bit key results in 15 expansion key rounds—an illustration of the 

expansion key round. 
 

  

Figure 4 shows the derivation of this procedure, and the function g (generate) involves 

manipulations that include operations like SubWord(), RotWord(), and Rcon(). The pseudocode for the 

function g can be seen in Figure 5. 

Figure 4. Key expansion generation 
Fig.4:  Key expansion generation 
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Fig.5: The Pseudocode for The Function g 

4.2. Encryption and Decryption Process. 

The data to be encrypted is first translated into a suitable format for encryption, such as a byte array. 

The symmetric encryption key is then generated or obtained. The data is then encrypted using the 

generated encryption key using symmetric encryption methods like AES. The encrypted data is securely 

stored in a variable or storage location within the smart contract. During the decryption process, the 

encrypted data is retrieved from the smart contract storage. The required decryption key is obtained, 

which is used during the encryption procedure. The data to be encrypted is first translated into a suitable 

format, such as a byte array, before initiating the encryption process. Afterward, the symmetric 

encryption key is generated or obtained. The generated encryption key is then used to encrypt the data 

using symmetric encryption methods like AES. The smart contract securely stores the encrypted data, 

typically in a variable or storage location. During the decryption procedure, the encrypted data is 

retrieved from the smart contract storage. The required decryption key from the encryption procedure 

is obtained, as illustrated in Figure 6. 
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Fig.6:.Encryption and decryption text 

4.3. Consensus Mechanism 

Consensus algorithms are crucial in maintaining network uniformity and agreement in blockchain 

networks. Proof of Stake (PoS) is a well-known consensus algorithm. In a proof-of-stake (PoS) system, 

validators are selected based on the amount of cryptocurrency they hold and are willing to "stake" as 

collateral. This selection process ensures that validators have a stake in maintaining the security and 

integrity of the blockchain. Blockchain networks can achieve consensus on the state of the blockchain 

and the execution of smart contracts by using consensus algorithms such as PoS. Creating new blocks 

and validating transactions help protect the network and ensure the accuracy of transaction data. The 

security of a blockchain includes vital steps like transaction validation. This helps maintain the validity, 

confidentiality, and integrity of transactions and blockchain data. Validators ensure accurate 

transactions, prevent fraud or other malicious behavior, and ensure that only valid transactions are 

recorded on the blockchain. Transaction validation techniques and consensus algorithms like PoS are 

crucial elements of blockchain security that enhance the reliability and trustworthiness of the overall 

network. 
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Fig.7:Consensus Proof of Stake (PoS) 

The Consensus Mechanism is the validation of the encryption process through the consensus 

mechanism used in the blockchain network. Consensus algorithms such as Proof of Work (PoW) or 

Proof of Stake (PoS) ensure agreement among network participants and provide an additional layer of 

security for encrypted data. The SHA-256 hashing function ensures strong and secure data integrity and 

security for the encrypted data, As shown in Figure 7. 

4.4. Evaluation Criteria. 

The evaluation criteria in this research, as shown in Table 1, demonstrate an improvement in security 

performance by using the AES algorithm in the blockchain system. 

Table 1. Evaluation criteria 

Criteria Description  Result  

Encryption/decryption time AES 256  52 MS 

Consensus Mechanism Proof of Stake Enhanced  

Secure Hashing SHA-256 Enhanced 

Access control  Smart Contract-Based Access 

Control 

Enhanced 

Storage  AES 256 9 MB 

 

4.5. Discussion 
This includes discussing the strengths and weaknesses of the approach, comparing it with existing 

methods, and highlighting its advantages and novel contributions. The implementation of NINs in a 

blockchain system using AES is explained as shown in Table 2. 

 Table 2 The Strengths and Weaknesses of Using AES 

Strengths of AES 

Encryption 

Weaknesses of 

AES Encryption 

Comparison with 

Existing Methods 

Advantages and 

NovelContributions 

of the Proposed 

Approach 

Challenges, 

Limitations, and 

Risks 

Strong Security: 

AES is a widely 

recognized 

Key Management: 

The security of 

AES encryption 

Compared to 

traditional 

centralized systems, 

Integration with 

Smart Contracts: 

The proposed 

Scalability: As the 

number of 

transactions and 
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encryption 

algorithm that 

provides robust 

protection for 

sensitive data like 

NINs 

heavily relies on 

the proper 

management of 

encryption keys. 

Weak key 

management 

practices can 

undermine the 

effectiveness of 

the encryption. 

using AES 

encryption in smart 

contracts offers 

enhanced security 

through 

decentralization and 

immutability. 

approach leverages 

the decentralized 

nature of 

blockchain and the 

automation of 

smart contracts to 

ensure the secure 

storage and 

validation of NINs 

users increases, the 

scalability of the 

blockchain 

network and the 

efficiency of AES 

encryption need to 

be carefully 

considered. 

Standardization: 

AES has been 

adopted as a 

standard encryption 

algorithm by 

various 

organizations, 

ensuring its 

compatibility and 

interoperability. 

Quantum 

Computing 

Threat: With the 

emergence of 

quantum 

computing, there 

is a potential 

future threat to the 

security of AES 

encryption. It is 

important to 

consider post-

quantum 

encryption 

algorithms for 

long-term security. 

Compared to other 

encryption 

algorithms, AES is 

widely recognized 

and has a proven 

track record of 

security, making it a 

reliable choice for 

protecting sensitive 

data like NINs 

Data 

Confidentiality: 

AES encryption 

ensures that NINs 

are protected and 

can only be 

accessed by 

authorized parties 

with the correct 

encryption key 

Regulatory 

Compliance: 

Depending on the 

jurisdiction, there 

may be legal and 

regulatory 

requirements for 

handling and 

protecting sensitive 

personal 

information, 

including NINs 

Performance: AES 

encryption is 

efficient and can be 

implemented with 

relatively low 

computational 

overhead, making it 

suitable for use in 

smart contracts. 

  Immutable Audit 

Trail: The use of 

blockchain 

provides an 

immutable and 

transparent audit 

trail, allowing for 

accountability and 

traceability of NIN-

related activities 

User Awareness 

and Adoption: 

Ensuring user 

awareness and 

adoption of the 

proposed system is 

crucial for its 

successful 

implementation. 

User education and 

trust-building 

efforts may be 

needed. 

 

5. Conclusion and Recommendations 

5.1. Conclusion 

Smart contracts can ensure that NINs (National Identification Numbers) are stored and transferred in 

an encrypted manner by adopting security mechanisms such as encryption. This prohibits unauthorized 

access to NINs and helps maintain the security of sensitive personal information. Blockchain 

technology offers tamper-proof and immutable storage systems. Storing NINs in the blockchain ensures 

that data is securely stored and cannot be altered without the consensus of network participants. As a 

result, NINs become more trustworthy and have greater integrity. Blockchain-based smart contracts can 

define open access control measures for NINs. Only authorized parties can access and use NINs if 

access to NINs is controlled by established rules and guidelines. This protects individuals' privacy and 
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helps prevent unwanted usage. The decentralized operations of blockchain smart contracts do not 

require a central organization to control NINs. This reduces the likelihood of a single point of failure 

and decreases the need for reliable intermediaries. It enhances the system's credibility gap and ensures 

that NINs are handled securely and openly. Blockchain provides transparent and verifiable records of 

all transactions and operations related to NINs. The ability to track and identify individuals responsible 

for any changes or access to NINs promotes accountability and prevents criminal activities. Smart 

contracts streamline the procedures associated with NIN management by automating the enforcement 

of predefined rules and conditions. This reduces the need for manual intervention, lowers the chances 

of human errors, and enhances the effectiveness of securely controlling NINs. 

5.2. Theoretical and Practical Implications 

The theoretically proven impact shows that decentralized systems are capable of enhancing the security 

of private data. Smart contract mechanisms automatically encrypt all transactions and data and validate 

the stored data on the blockchain to prevent unauthorized access to data by integrating AES 256 and 

SHA-256 encryption. This research establishes a population management dApps system using 

blockchain and proof-of-stake consensus. It improves privacy, data security, user autonomy, and 

transparency by eliminating central authorities.  

5.3. Limitations of Study 

Here are some limitations of this research high gas fees. This can impact the cost-effectiveness of the 

system, especially for frequent or large-scale transactions. Interoperability constraints and Lack of 

comprehensive attack analysis. 
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